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Step

Algorithm 1 HiddenExeCode algorithm

1: Procedure HiddenExeCode()

2 Rename(Q.exe, Q.xml) //Virus File: Q.exe

3: Rename(®.docx, ®.zip) //Carrier File: ®.docx

4 IF Exist(temporary_folder_A) THEN
Remove(temporary folder A)

ENDIF
Make(temporary_folder A)
5 Move(®.zip, temporary folder A)
6 Decompress(®.zip)
7 Move(Q.xml, Subdirectory_of_decompressed_®)
8 Rename(®.zip, ®.docx)
9 Remove(temporary folder A)
10: Send(Email_Address, ®.docx)
11: Receive(®.docx) //Carrier file with Virus file: ®.docx
12: Rename(®.docx, P.zip)
13: Decompress(®.zip)
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14: Move(Q.xml) //move out from Zip environment

15: Rename(Q.xml, Q.exe)
16: Attack(Q.exe) //Virus file( Q.exe) launches attack to a comprised
computer

17: END

1.2 f‘vf}l‘[

~# 7 11 Microsoft Office Z &
WinWord.exe ~ 7Z.exe frfickip 4 425
* i Loverexe (Z & %] 196 KB)
FOHRMFIAHLE G M FERT
Y iR ARACT

(1) f1* MS Office WinWord.exe 2010

L biEE - B R AR ML R
¥ T %7 de i  Hope 5G.doex o fE_
EE(RRE > Tyt ] esest
?&%’iﬁiﬁﬁﬁ%ﬁ%f’

LI I =
= by T @ amen
-~ = - =¥

W - 5G ay2ist B AR

S8 (ITU)

AR Kk & - Rele
Releasc-16 64 § — P& FLA§ 5 2020 5 4 B 506 1

% HARAT $ 8345 #7_SG (Sth generation mobile networks or Sth generation wireless
systems, 5G ) & kM — K % 4T 8 i@ AL HT 0 & 4G (LTE-A ~ WIMAX-A) # #uik 49 3E
Y.
-15 P4y 5G A

HOAT » BBt SG R SRR SR #0023 | o e | B A D - &
LAE - M AHE - B - PR

b ag g TR

ANE S T ¥ Av
oo e 8 % a8 F
o (1 40k 3% R BE 6 10 P

o |

Bl T %3 & Fdd e 5G.doox , b & H F ety

(2) #-T % 1 {783 ;A pF 5G.docx
PP % T A FEd g
(3) == - x[;;ﬁ;r’ A& I TEMP > & %
538 e 5G.zip | #

(4) 11 TZEXE R/ 2R 5404 » B 4c
"E I R ERE AR 5G.zip ) #h

% o
(5) # " Loverexe , i+ #25% % { &
"Loverxml (45t 5 105KB ~+
B #50t =(196-105)/196%100% =
46% > CRC32 5 39C54D53) 5 #X{s
MU ER b B TR T
B30 S P _5G.zip, #E N o Ao

(6) # T % T {7 #5330k 5G.zip

32

(")

(8)

(9)

2L T8I AFHE A HT
_5G. doch

#-U % 7 R 7 s 5G.docx |
Ei@%’:;éﬁfi%ﬁ@%”‘ °

e g e mRidivyry
B T % 7 & F & g
_5G.docx | Hhk ? 5 E s (R >

—

KRz 2% gm (A ver ¥
BEcs 3 EmiseoWord fh %2 &
EREE(B) ATk 45
BHE Bt REE 2 (C)
pESANI T TR
Loverexe 4pf T3 5 (D) } 355
KoF= 8 SR TR



« v L > Acer(C) > TEMP > ERRTHERRH 5GP »g
i AN =S B2 BEA i
v Acer (C) <) mppoml XML Document 1K &
$SysReset & womxml XML Document 1KB & %
$SWINDOWS.~ XML Document 1058 & 194KB  46%
$WinREAgent

Bl= @ Loverxml 4 8 &~ F 4% (CRC32: 39C54D53)

systems, 5G ) A ik #
fF = 5G ey i B AR AT

fEWE (ITU) =

6 B AKAT 438 SLEE T _SG ( Sth gener La
W AT Wy AR

i
A ML Kk 4R - Release-15 Fa) 5G ML ey B — PR A T 38 M 730 o #7 %80 F -
Release-16 6 % =B FL I8 %% 2020 4 4 7 54 - 1% & IMT-2020 3 64 48 3% 30 2 56 F PR &

BOAT » 384 5G S it R ooy >89 BB - = R - Hif - S - BRD - X
I fE - WAL - R agRE - PR -

P
o ©
- J
= e
=man =
aat.
T T
3 P
oo ram T
TR ea m
o
e u
v 25 .
215 or 5th generation wireless

+23 it
BT
P WIMAX-A ) & #if 6 2L

o TETE ~ WD R GG - PEAR AL A 428 A W o

Bl =

(10) f1* EnCase Forensic = Magnet
AXIOM % dci> S g d 45 7 7 F
E K Loverexe i ¥ I FEEE T %
I N FHe i A o 5G.doex o F o

D§ 'EaE Loverexe {8 T % T ik (F#e i B 5G.docx | 7

oz 977 o B TEmER ) (P
T =45 2 Fle2 Loverexe § B

_r!”?éﬁif$ *E’\‘ 7},,' ( Metadata) °

2021/5/6 AM 100325

nBSE - EWEAR oS wxe woum -
a : -8 363
R 3 WA W na. amnmnm
EECORAREN Gooo @ Woo X T
L L 2
o ws
=t 1

e s

FBARRTEBMEKLE_5G.docx
° 7 #

.~ WIMAX-A
T ik

P L

ELER

WREW  WEHOEIERA SG.doox

Bz : Magnet AXIOM §¢ » T35 7

13 2%
Heb P BB IS 6 DOS 4 £ %

{7 %3 2 i 5G.docx | #T R IR R

E P p g P ;e R R Loverexe
RIfeRAEE L & o F MAR BT

Step DOS 45 4

1: C:
2 CD\

3: IF EXIST "TEMP" RMDIR /S /Q TEMP

MD TEMP
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Step  Algorithm 2 HiddenConfidentialCode algorithm

1: Procedure HiddenConfidentialCode ()

2: Import(Q21.PDF) //Confidential file: Q1.PDF

3: Import(Q2.PDF) //Confidential file: Q2.PDF

4. Merge «<— Concate(Q21.PDF, Q2.PDF) // Merge =Q1.PDF +

Q2.PDF

Export(Merge, ®.PDF) //Hidden Content File: ®.PDF

End
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Step  Algorithm 3 FileRecovery algorithm

Procedure FileRecovery ()

Import(®.PDF) //Hidden Content File: ®.PDF
PositionHead « GetFileSignature(FileHead,®.PDF)
PositionTail <« GetFileSignature(FileTail,®.PDF)

Q1 <« Remove(®.PDF, Q2.PDF)

Export(Q1, Q1.PDF)
Export(Q2, Q2.PDF)
End

1
2
3
4
5: Q2 « SubStr(®.PDF, PositionHead, PositionTail-PositionHead+n)
6
7
8
9
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Bl EnCase Forensic |

=~ || Case(MIS) ~ &3 View ~ % Tools v “i5 EnScript = (5 Add Evidence ~

Fit Home [ 3 Evidence |

2 © 7 Viewing (Entry) = [L|Split Mode v [{S Condition = r Filter + +)Tags + () Review Package v = Raw Search Selected ~ ... Bookmark + [#] Go to file | 3] Find Related = ‘o Entries = £ Aequire '
[+ O Entries ~ || Table | £5Timeline [ Gallery

4 Ol ] 2

2 Cllis ¢ @ 4l ~ 8 - 57 Selected 1/25760
< g )i TEMP Name g iy oo Gategory

() Fields | -|Report [*]Text [i3] Hex fjii Decode |=|Doe | Transer [wiR} tawe 0 Folder

il - 1 O 2 |[) D2tz B 52 BN HREL 8. pdf pdf 148,216 Documen t

e o (13 | () MAGNET_EPI3E BT IE doex docx 79,917 Document

& Name ST TE [ 4 |} wroFERE a0 a0 4,630 None

5 Tog s WERAD par P 86,676 Dacument t

5 Fieba IERRE S POF 235,084 Document

i togical size 35,084 B =rimmeEe x JEB

I Category Documen ¢

| stgnature Anaiysis G @ O #E | CyUsers/user/Documents/EnCase/Cases/MIS/Temp/ ... s

5 File Type

5 Protected 1 |z @ =) oy o9 e e

| Protection complexity

- e [ s = K3 v =) e 2
= s (742.PDF | fhE M 5 (EMZ 9 )
E] harl EJ T A% N T & L F b

23457
THTE£M3p #2.PDF | # %
(8) BEMFRRIH v RR

I

% (T

w TIDF2 -+ & 3 6483+ 4 pdf -7 &
=4 5% F 3 ADIZ.pdf , 2 ADO 4%
AT

/I STATA ado program  START
clear all
capture program drop DigitalCodeConversion
program define DigitalCodeConversion, rclass
syntax, ﬁa?] » (string) ﬁ] 4t (name) //call by name
scalar HexCode = strupper("‘ﬁi%] »
matrix M = J(200,1,.)
local theLetter 0123456789ABCDEF
scalar theLen = length(HexCode)/2
scalari=1
scalar thelndex = 1
while thelndex <= theLen {
scalar theFirst = substr(HexCode, i,1)
forvalues k = 1/16{
if word(""theLetter™, "k') == theFirst {
matrix M[thelndex,1] = 16 * (k' - 1)

continue, break

}
scalar theSecond = substr(HexCode, i+1,1)
forvalues k = 1/16{

if word(""theLetter™, "k') == theSecond {

matrix M[thelndex,1] = M[thelndex,1] + (k' - 1)
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continue, break

}
scalari=i+2
scalar thelndex = thelndex + 1

}
matlist M
scalar theCharList ="

scalari=1

while M[i,1] 1= {

scalar theCharList = theCharList + “char(" + strofreal(M[i,1]) + ") + "
scalari=i+1

}

scalar theCharList = substr(theCharList, 1, length(theCharList) - 2)

return local “#5 1" = theCharList //ﬁhg?] 41 _name
end
[l ado program  END /i
M
/I Call Procedure name: DigitalCodeConversion
Local PDF _file_signature_head
"255044462D312E350D0A25B5B5B5B50D0A312030206F626 AODOA™
DigitalCodeConversion, sig?] »~ ("PDF_file_signature_head") ﬁ%] 41 (DecCode)
scalar theHiddenContentFile = fileread("E:\ & /™ 3 p *z {7 #2.PDF") //import the hidden file
global Second_file_signature_head = strrpos(theHiddenContentFile, r(DecCode)’)
display "The Second file signature head position =", $Second_file_signature_head
T Save the second PDF file
clear
set obs 1
generate strL theSecondFileContent = substr(theHiddenContentFile, $Second_file_signature_head, .)

outfile using "E:\% 4% &4 5 #* & % ADIZ.PDF", noquote replace

T Save the first PDF file

clear

set obs 1

generate strL theFirstFileContent = substr(theHiddenContentFile, 1, $Second_file_signature_head)

outfile using "E:\IDF2 & % % & 43> % .PDF", noquote replace
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BIZERANE* S dll S5V E
KERNEL32 ~ USER32 - ADVAPI32 -~
WS2 32 -~ VCRUNTIME140D -
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pO41E... 0000008

19, 00000034

19 DIO0N35

0., 0000010
D000
8. 00000
8. 00000028
19 DI000iA
9. 00000006

RackDoor

Autorurs

vl s being eed wihout eing e

Alocalvarizble was e bsfore s nalized i

ezt a smaler e yoe hes cased alssof g, fhsvasirtenionsl youshou

{
{
{
{
{
{
{
{
{
C

Address Length Type String
\E text:0041211F 00000009 C whlessage
[5] rdata:00418.. 00000025 c |tar zovl test tgz * doox 1>nul 23nul |
E text:00411D33 00000000 C szbystemPath
[5) text:00411D24 000OCOOF C szFileSelPath
[57] text:00412AC0 00000008 C svTable
E text:00411D40 00000010 C ssServiceStatus
's] text:00412117 00000008 C sClient
[5] text:00412104 00000008 C hThread
[§] text:0041210C 00000008 C dwThreadld
\E text:0041261C 00000008 C cmdline
\E rdata:00419... 00000008 C nSize:
E rdata:00419... 00000009 C ‘\nData: <
‘s’ rdata:00419... 0000002A C YnAllocation number within this function:
5] rdata:00419.. 000000OD C \niddress: Ox
[5] rdata:00418.. 00ODOOOD C
[S] rdata:00418.. 00000009 C Wermd.exe
E rdata:00418... 00000O1E C [*1Service Operation Success\n
\E rdata:00418.. 0000001C C ["Service Operation Errorf\n
i rdata:00418..  00D00O1A C WSAStartup Process Errorin
[ mmran mmmmnnas - c A A e
o EA N s
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E Orotput weindow

F30p000:
FGCopoaa:

75CBO000:
76790008:
7720E230:
76318808:
770F0000:
74820000:
74816808008:
76550000:
76250008:
7720E230:

762E0000:
76DBBAAA:
Debugger :
Debugger:
Debugger :
Jebugaer:

loaded C:\Windows\SysWOW64\advapi32.dll
loaded C:iWindowsiSysWoWssimsuert. dll
thread has started (tid=7488)

loaded CG:i\Windows\SysWOWs4isechost.dll

loaded C:\Windows\SysWOWG4\rpcrts._dll

loaded C:\WindowsySysWOWGs\sspicli. dll

loaded G:\Windows\SysWOWss\crypthase .dl11
loaded C:\Windows\SysuoWesibcryptprimitives.dll
loaded C:\Windows\SysWOWGs\ws2_32.d11

thread has started (tid=4064)

loaded CG:\Windows\SysWOW6a\vcruntime148d.d1l
loaded G:\Windows)SysWOWG4\ucrtbased.dll
loaded C:\Windows\SysWOWss\inm32 _dl1l

loaded G:\Windows\SysWOWs4\kernel appcore.dll
thread 4864 has exited (code B)

thread 8456 has exited (code 8)

thread 7408 has exited {code 8)

DFOCESs has exited (exit code H) |

B4 &5 7 6

Jfext: U205
Jext: 0041208 ; 13:
Jtext: 0012008

12 F 338 47 1

moy  [ebpruar 4], eay
Sub_4H204{tunk_HDE3L);
noy eck, offset unk D634

et 00412000 fall  sub k11294
Jext: 0202|514 1 { tsub HT089() ) {1 ant1_debug function
et d0ut2m? tall _ sub 11689
Jtext: 00012017 test  eay, eax
Jtext:ooui2an j2 short loc_ W12t
Jfext:Boui2ntp 0r - Pa, eax
st 0012010 M short loc 2478
kankafilldNAdlr o
B5: A F ol F a8~ 1TH 2
text:AB4129FE nov eax, _ security_cookie
Ltext: 00412003 Xor eax, ebp
Ltext:@0412a05 mou [ebp+var_b], eax
Ltext:00412A08 ; 120 sub_411294(Eunk_41DB34);
Jtext: 8412008 mou ecx, offset unk_41D834
Ltext:a8412A0D call sub_411294
Ltext:@0412A12 5 13: if { tsub_4116B9() )
fext:any12a12 call sub_¥11089
Jtext:aeu12a17 test eax, eax
.text:80412A19 | iz short loc_b12A1H
.text:@0412A1B xor eax, eax
.text:o0412A1D jmp short loc_W12A7B
Bl 6: AFF 7 etz F 358 A 47 3
.text:084129FE noy eax, _ security_cookie
Jfext:oos12a03 Xor eax, ebp
Jtext:@0412005 nou [ebp+uar_4], eax
Ltext:00412A08 3 12:  sub_411294{&unk_41D034);
Jfext:o0412008 nou ecx, offset unk_410D034
Jfext:o0412a0D call sub_411294
.text:@OM2A12 ; 13:  iF ( *sub_4110B9() )
Jfext:oos12a12 call sub_411089
fextiaeu12a17 test Pax, eax
.text:@8412419 |_z short loc_412A1F |
Ltext:8841201B HOF £ax, eax
Lfext:aes12a1D Jmp short loc_412A7B
B7: 2ol F B2 17H 4




B C\Windows\System32\cmd.exe

B 8 : ﬂ‘iﬂz"%f}|11);€’%;“/}ﬁl§]5

5. Ffi A 47 ¢ G FARN ShR T R R R A

i BR[9][10][11] -

(1) gr &g A ERELAES §Rg
TR AT AR L5 .docx A & Ak e
testtgz > L RAhF A &I K P & T

SS 4 5 (4] 9) °

(21 #» b EAFTHERELAS § 3%

22 Y
T

F P T et %

(3]

R B EAFRELEN AT
system32 28 $HEe S > B O-E L AR
4 413 C:/windows/system32 F » % 4

% sysWork.exe ek % ©

(41

A

RArbEAsTFRELAEN B

BackDoor & F®i& = 5 & 3L BLIRFE o
(5) #* yEHa B dpte #FR IR
port 45000 =73 P (4r B

B

10) -

.text: 80082680 rep stosd

.text:BAD828BE ; 13:  sub_DB1Z94(kunk _DADE3L);

.text: 0OD8268E noy ecx, offset unk_DBDE34
.text: 00082893 call  sub D31294

.text:BODR28OR ; 1k:

.text: 00082898 nov  esi, esp
.text: 0082894 push  offset Command ; “tar zcuf fest.tgz =.docx 13nul 2nul’
.text: BODB289F

.text:0ODB28AS ; 15:

call

sub_DEZ9E(wA,

U

systen{"tar zcvf test.tgz *.docx 1nul 2nul");

ds:systen

.text: BODB28AS add  esp, 4

.text: 80082808 o esi, esp

Jtext: BODB28AR call  sub_D3129E

Jtext:0ODB28AF ; 16 spsten(“nv -F fest.igz ../ss");

.text: BODB28AF noy esi, es)

Jtext: 30082881 push  offset alFTest tgz $ ; " -F test.tgz ../ss"
Jtext: 00082886 call  ds:systen

.text:BODB28BC ; 17:

.text: 00DB28BC

add

sub_DB129E(v3, v2};

esp, &

.text:0008288F o esi, esp

.text: 00082801 tall  sub_D8129E

JLext: 00082806 ; 18:  systen(“del /O #°):

.text:B0DB28CE noy esi, esp

.text: 00082608 push  offset abel)  ; “del /O #"
.text: 00082800 tall  ds:systen

.text:BOD828D3 ; 10:

.text: 80082803

DICREES S SOES 3 AR I3

add

sub_DST29E(u5, ub);

esp, 4
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(1) P F2a1 s 8RERLE
UMy B P & T e docx v 2 E S
test.tgz - £ #- test.tgz #h A 6 5| F K
P (4@ 11 - §] 12) -

() = %é%fii,ﬂg%ﬁ;‘w“f 3P T
g7 2 2 (4@ 13) o

(3] R*FE A HIEEFABRE
PR AT T - B Z S A N
C:/windows/SysWOW64 p 4T » ®
z % sysWork(4- B 14) -

(H) B ERA R Pxp 2 235
BackDoor i F* > ¥ S5 % SLpRAEP >
FTAEIBPEp FEBEM( AR
15 §c ) 16) -

(S) ®* A1 EREFEHFR
sysWork & 3 B gz 4 3+ eport 45000 57
G5 B AHER P (4B 17) -



T e g

(:\Users\user Desktoptest tgz
C:\Windows!SysWOIE tar exe
C\Windows\SysWOWB4\cmd exe
C\Windows\SysWOWB4\cmd exe

HKEY LOCAL MACHINE\Software\Microsoft\Wowbd\ud6\udaiit

C\Windows\SysWOWB4\cmd exe
C\Windows\SysWOWB4\cmd.exe

parent_pid:11236 cmdline:tar zovftesttgz * doce
parent_pidt:1836 cmdline'Ci\Windows\system32\cmd exe /¢ tar zovf testtgz * docx Tanul 22nul

access 0x00000080 alloc,_size:0 attrib:0x00000000 share_access 000000007 disposition:0x000000..
access:0x00000001

access (001 000AT alloc_size: 0 attrib: 000000080 share_access: 000000003 dispostion 0x000000...
access (00120089 alloc_siz=:0 attib:0x00000080 share_access:0x00000003 disposition Q00000

W1l A8 5 b1z 75 A H L

EXEC_destroy  C:\ProgramData\chocolateyibin\mv.exe Parent pid Traline v Tesigz 7o

4508:0 11212

5388:0 11212 EXEC destroy  CAWindows\SysWOW64\cmd.exe parent_pid:11212 cmdline: CAWindows\system32\cmd.exe /c mv testtgz ./ss'
11212010196 11212 FILE open CAVindows\SysWOWES cmd. exe 3cces5:0x00000080 alloc_size:0 attrib:0:x00000000 share_access:0x00000007 dispasition:
11212010196 11212 REG openkesy  HKEV_LOCAL MACHINE\Software\Microsoft\WowB4\x86\xtajit ac0855:0%00000001

11212:10196 11212 FILE open CAWindows\SysWOWE4 emd.exe alloc size:0 attrib hare disposition.
11212:10196 11212 FILE open CAWindows\SysWOWES\cmd.exe access:0x00120089 alloc_size:0 attrib hare_ disposition
11212:10196 11212 REG_openkey  HKEV_LOCAL_MACHINE\System\CurrentControlSet\Services\bam\State\UserSettings\S-1-5-21-1057035648-3174348415-_. access.0x000F003F

11212:10196 11212 REG_openkey  HKEV_LOCAL_MACHINE\System\CurrentControlSef\Control\Session Manager BAM access:0xD00D0001T

11212:10196 11212 REG openkey  HKEV_LOCAL MACHINE\System\CurrentControlSef\Control\Session ManagerBAM access:0xD00D0001T

11212:10196 11212 REG_openkey  HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Exploren\Shell Folders access:0x00000001

11212010196 11212 REG_getval HKEY_CURRENT_U | hell Folders\Cach type:0x00000001 datalen:112 datar43 00 3400 5C 0055 0073 00 6500720073 00"
11212010196 11212 REG openksy  HKEV_CURRENT U o, NT\C lags\Layers cces5:0x00000001

11212:10196 11212 FILE open CAWindows\apppatch'sysmain.sdb access:0x00120089 alloc_size:0 attrib hare_ disposition
14747.4Mm08 11942 BER mmanban  LKEV I ACAL MACLINEY AMAAZIRIAAS o\ it Cid Bl Qi arraeefANNONNTG

Bl 12: 23 bl (75 A 178 2

YIS |3 Y SV VO L UL TAT

HKEY LOCAL MACHINE\System'\CurrentControlSet\Services\bamStatel UserSettings\5-1-5-21-1057035648-3174348415-.. access:0x000F003F

4KEY_LOCAL_MACHINE\System'CurrentControlSet\Control\Session Manager\BAM access:0x00000001
4KEY_LOCAL MACHINE\System'\CurrentCantrolSet\Control\Session Manager\BAM access:0x00000001
4KEY_CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders access:0x00000001
4KEY_CURRENT_USER\Software' Microsoft\Windows\CurrentVersion\Explorer\Shell Folders\Cache type:0x00000001 datalen:112 data'43 00 3A005C 00550073 006500720073 00"
4KEY_CURRENT_USER\Software\ Microsoft\Windows NTyCurrentVersion\AppCompatFlags\Layers access:0x00000001

“\Windows\apppatch\sysmain.sdb

AT VALY LUVUD UL _SILT.U G L UAVUUUTUL 31181 T_GULTEE UAVUUUUS WSS LAV .

access:0x00120089 alloc_size:0 attrib:0x00000080 share_access:0x00000001 disposition:0:x00000...

HKEY_LOCAL_MACHINE\Software\WOWE432Node\Microsoft\Windows\CurrentVersion\SideBySide access:0x00020019
“\Windows\SysWOWB4\cmd.exe | parent_pid:3036 emdline:'C:\Windows\system32\cmd exe /c del / Q *' image_base:0x000000000.
4KEY_LOCAL_MACHINE\System'CurrentCantrolSet\Control\Session Manager access! il
HKEY LOCAL MACHINE\System'CurrentControlSet\Control\Session Manager access:0x00000001

B 13: Ay b2 75 4478 3

Lmo e e P oo S ek o R L
[55] makhware.exe 1744:4076 1744 FILE_open CHWindows\Sys\WOWB4\sys\Work exe
[#5] malware.exe 1744:4076 1744 FILE_open CHWindows\SysWOWed\sys\Work exe
[55] makware.exe 1744:4076 1744 FILE_open CAWindows\Sys\WOWEH\sys\Work exe

Blld: Ay b2 75 2178 4

RS Megl ey vaue LI0 LNt A0 LW AT W LW DDA 008 WWLLC TOSUTY W TNOOWE Y ALTE T ¥ @ TE100 o082 O i 108
402 @ RegClosKey  HELMSCRTWAREWOWAATNode MicimsofiWindomsi unent Version Side Byide
04 [ IRF MI_CLEAN... ¢ indowsiysWOWedicrd. exe

M9 B RepluenBey  HELM
M2 B FerlhenBey  HELM
W32 @Y RegOpentey HELMysternCunentContioldet@enrces
W2 @Y RagOpentey HELM S ystemiCunentConticldet@enrices
M2 B Fegfetfikey  HELMEysteriiCumentContolletSerices

W2 B3 Feglpenkey W 1

U3 B RepCloseFey  HELM\ysterCumentConticlietienices
W% @ Faglenfey  HELM

M2 B FerlhenBey  HELM

M52 B Ferlpenfley HELS odtwrse FONTEA3 2 ode MicmendtRpe
W9 @ FagOporey  HELMSOFTWAREMGomsolRpe

932 i Reglefhikey  HKLMSOFTWAREMioucsoftfpe

Bl 15: A7 b2 75 4478 5
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ERE\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\BackDoor

amdsata ~ =] B

am:sbs REG 57 P

:m :atats REG_SZ BackDoor

;\lpplDD5 - I!I-‘;J ErrorControl REG_DWORD (000000000 (0)

AEElDSvc S_‘ﬂ ImagePath REG_EXPAMD SZ  C\Windows\system32\sysWork.exe

Appinfo ab] ObjectMame REG_SZ LocalSystem

applockerfltr 8| Start REG_DWORD 000000002 (2)

AppMgmt 8 Type REG_DWORD 000000010 (16)

AppReadmess e WOWB4 REG_DWORD 0x0000014¢ (332)

. o K5 21 5 2= Y A
B 16 : i/ﬁ?{#ﬁﬂm}&ﬁ =~ 178 6

LE:Z'-Z"E.'Z-Z-_:"'Z%'E' sysinternals.com [DESKTOP-27KJ114\usey g] 18 : j‘pjﬂ %"'/)"J a‘l\%ﬁg’é’\ ‘%ﬁ'@ 1
File Options View Process Find Users Help

d2ERaR(ex A [, | |

Piegess CF
Wod
1 sysorkexe:11936 Properties - 0 X
£ enleze
(il e Image Performance Performance Graph GPU Graph
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Abstract

The rapid development of science and technology has changed the existing methods of law
enforcement officers. One of the most attractive is artificial intelligence. Artificial intelligence has
begun to be used in robotics to assist or replace part of the work, and law enforcement officers, Artificial
intelligence, and robots can also be used to combat crime more effectively. However, when we use
artificial intelligence in more fields to assist us in performing tasks and provide robots with more
autonomy, we may face legal and moral issues. This paper introduced artificial intelligence and robots'
characteristics, gradually deducing the interactive influence of artificial intelligence and criminal
justice. Second, the article further hints at the limitations, obstacles, and possible challenges of artificial
intelligence in law enforcement applications. Finally, it proposes future law enforcement agencies in the
face of applying artificial intelligence and robots. The standards that need to be made will serve as a
reference for future law enforcement agencies to implement artificial intelligence in judicial practice.

Keywords: Artificial Intelligence, Science and Technology Enforcement, Procedural Justice,
Legal Norms, Ethical and Morals.
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1. Introduction

1.1 What is and Artitficial
Intelligence

People are always full of fantasies about
robots. It is because of the blurring of robot
definition and interpretation that it gives people
the space to imagine and create. A robot is a
machine that can perform work automatically. It
doesn't have to be long like a person, but it must
be a device that can operate on its own. It can
accept human command, run pre-programmed
procedures, or act on principles based on
artificial intelligence. Its mission is to assist or
replace the work of social work, such as
production, construction, or dangerous work.
Today's robots are already working in the
industrial, commercial and service industries.
The robot has moved from a single-function,
goal-oriented machine to a multi-functional
system. After decades of development, robots
have been recognized for use in different tasks.
(Savela, Turja, & Oksanen, 2018).

Artificial Intelligence (Al), a term that
attracts people but teaches everyone to be afraid,
draws us to be a smart robot that can think, help
people with their work, and cook for our
children. Artificial intelligence refers to the
wisdom expressed by machines made by
humans. The definition of artificial intelligence
can be divided into two parts, namely "artificial”
and “intelligent."  "Artificial* is  better
understood and less controversial. Its definition
is the things that humans created.

About what is "Intelligence” It involves
other issues such as consciousnesses, self, mind
and so on. We use our brain to create something
automatic. However, humans have a minimal
understanding of our intelligence, and we have a
limited understanding of the necessary elements
that constitute human intelligence, so it is
difficult to define what is “intelligence™ or
"artificial."

Robots are tools for performing tasks, and
Artificial intelligence is the brain that humans
create for them. The overlap between robots and
artificial intelligence is that we can apply

Robotics
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artificial intelligence to robots. That is, the robot
is changed to a machine that can automatically
perform motion without performing repeated
work. This kind of used intelligent robot can
perform relative and appropriate reactions and
actions by sensing externally different
environments and commands. (Savela, Turja, &
Oksanen, 2018).

1.2 The Autonomy in Robotics and Artitficial
Intelligence

As robots become more complex, experts
and scholars begin to pay attention to which
ethics the robot's behavior needs to conform to,
and which robot is eligible to have social,
cultural, moral, or legal rights. Some scientific
organizations claim that there may be robotic
brains in 2019. Others predict that the robot's
intelligence will have a breakthrough in 2050.
Recent advances have made the behavior of
robots more complicated.

Like all technology issues, automated
robots bring about technological changes. The
impact of smart robots on society cannot be
ignored, and now police and law enforcement
personnel are using robots to detect explosives or
use robots for other criminal investigation
purposes. In the future, we may provide more
autonomy for robots because of advances in
technology. However, we have to consider
whether we can make these robots have
autonomy. When robots can also be judges,
human beings may face a day of trial by robots,
because humans are always more likely to make
mistakes than robots. Humans may think that
they can avoid this legal and moral issue, but
these problems may arise when we deliver
autonomy to the robot. (Greeling, 2013).

1.3What we have now in Robotics and
Artificial Intelligence

We are now living in an era of artificial
intelligence, and artificial intelligence has
changed many of our way of life and has given us

a lot of help. Now the phone can take pictures



with the Al function. The car can reach its
destination by means of automatic navigation
and automatic driving. Banks can control the
funds in the form of Al and Robot. The doctor
can use Al and Robot to find the medicine that is
most suitable for the patient. The farmer can
control the growth environment of the plant by
Al and Robot to get the most fruits. The police
can use the Al and Robot's assistance to know the
crime hotspots or use the Al method to conduct
face recognition to find the prisoner. The judges
use the aid of the Al to consider the prisoner's
sentence to make the final judgment. Robot and
artificial intelligence are now in every corner of
our lives. (Rigano, 2019)

2. Artificial Intelligence and Robotics policy
in Criminal Justice

2.1 Human Interaction and consequence in
Avrtificial Intelligence and Robotics

Nowadays, technology can connect the
human brain with the robot arm, and use the
electric wave provided by the human brain to
command the robot arm, which is called the
Brain-Computer Interface. The robot arm is built
on the basis of the program, and it is based on our
needs to cooperate with the instructions to
perform the task. However, this technology is
quite expensive. This technology can make
people who are inconvenient or who have lost
their arms to use the robot arm to eat. Perhaps
this technology can be used in the future to allow
law enforcement personnel to work with robots
or robotic arms to make the law enforcement
process safer.

2.2 Agency and law enforcement policies in
Artificial Intelligence and Robotics

The rapid development of science and
technology has made criminal techniques more
oriented towards cross-type and cross-border
expansion. In particular, the current crime
characteristics are the most professional division
of labor. Through the input of overseas
information, it is difficult for police units to trace
the source. These problems have brought
significant threats and challenges to public
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security. It is more feasible at this stage to use
face recognition technology to conduct a
criminal investigation. Face recognition means
that the machine of Al will continuously learn
from each other and analyze and understand each
person's face. In the past, the police had to spend
dozens of hours in front of the computer to find
criminals through the monitor image. Now
through artificial intelligence and face
recognition, criminals can be located within a
few minutes. At the same time with Al, we can
also analyze the behavior of criminals before
crimes and finding out the path of movement
after the crimes. We can also use mathematical
calculation formulas to introduce the location,
time, land type, meteorological conditions, etc.
Only through the use of innovative technology
and emotional analysis and integration
capabilities can we assist in the optimization of
police duty performance. (Zachary, 2018).

On the other hand, the use of Artificial
Reality (AR) policing has gradually matured.
The AR is based on Artificial Intelligence's
combination of virtual images and images seen
by the human eye. The machine simulation
allows the police to collect and display
intelligence on the battlefield in real time. AR
can improve the judgment of the police in
dangerous situations. AR can increase the ability
of police to collect clues and track. AR can
provide a realistic training environment for
police, and at the same time integrate real-life
devices into the scene. The AR can be displayed
in real time by monitoring police patrols and
providing images of drone. With AR assistance,
law enforcement officers can fight crime more
effectively (Cowper, T., & Buerger, M. 2003).

2.3 How to create Public and Personal safety
by Artificial Intelligence and Robotics

In recent years, the development and
application of drones have been expanding. The
police should develop towards the intelligent
automatic take-off and charging direction of the
drone, which can be applied patrol or large-scale
rally, increase patrol range and frequency,



quickly deploy and construct 3D policing video
and audio defense system.

It has become a common trend to use
online customer service or chatbot to solve
routine problems in various industries. Police
can improve the quality of police services by
using Al robot technology to answer common
questions quickly, such as confirming whether
providing a channel for immediate consultation
of the public for fraudulent telephone calls. It not
only can reduce the human burden of the
policeman, but also improve the quality of
service. On the other hand, police robots can also
be used to add functions such as face recognition
and license plate recognition to policing robots.
In the initial stage, they can be applied to busy
police stations and simple work. Besides, the
police can use Al robot to transmitting images
back to the police station. It can also confirm the
identity of the people who need assistance.
Therefore, law enforcements can use robots and
Al to enhance public safety (Joh, 2017).

2.4 The problem in Criminal Justice which
can be answered by Robotics and Artificial
Intelligence

With a huge database, the introduction of
Al will be the next step for the police to
strengthen their combat power. Intersection
surveillance images are the main tool for police
handling at this stage. Therefore, we need to
apply intelligent image analysis to provide
intelligent monitoring such as video enrichment,
license plate recognition, object detection, etc.,
and then combine artificial intelligence towards
automatic processing and discrimination, to
effectively save the human resources and the key
to handling the case. On the other hand, the
police should continue to strengthen the analysis
of various types of situations and the use of tools,
such as detecting cases of theft, clarifying which
systems and associated tracking are used in the
process of solving the case, identifying details
that may be overlooked. In the future, the
self-learning judgment of the machine can be
used to further guide and assist the new
investigators in the screening, collation, and
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analysis of the sentiment, and enhance the
effectiveness of the case through information
technology.

3. Limitation in Artificial Intelligence and
Robotics

3.1 Ethics and Law aspect in Artificial
Intelligence and Robotics

The use of robots and Al will create many
ethical and ethical issues because the robot is
unpredictable. As we apply a large number of
robots to various fields, we must ensure that the
robots do not go wrong. On the other hand,
whether the robot can replace the human
decision is also a problem we need to discuss.
Although human thinking is not as fast as robots,
we usually consider more aspects. If the Al robot
does not get enough information, it is likely to
judge the error. On the other hand, whether we
should give the robot the same status as the
average human being in law is also a problem. If
a robot sins because of a mistake, there is no way
to deal with this result. Therefore, in the field of
criminal justice, before using robots for law
enforcement, we must consider whether we can
solve the moral, ethical and legal problems of
robots. (Pagallo, 2017).

3.2 What is our obstacle in Artificial
Intelligence and Robotics

As technology becomes more developed,
the development of artificial intelligence has
begun to have some related problems. But
because of these changes, artificial intelligence
robot has done things beyond human resources,
such as robotic arms, automated tools, etc.,
Human being will be afraid that their jobs will
not be guaranteed.

Among these obstacles, | think the most
important  thing is the gap between
unemployment and the rich and the poor. The
rapid development of artificial intelligence has
led to a gradual push for automation in many
industries. Like manufacturing, it is about
efficiency and standards. Robots are less likely to
be fatigued than humans. They can work as a



standard for 24 hours, and customer service
personnel and drivers are also easily replaced.
The society is getting more and more
self-driving. When it starts to spread, it can
reduce the traffic accident rate. It can also
calculate which route to take the least time. It
will be the most significant advantage of
self-driving, and it will also cause massive
unemployment in the future. We should begin to
think about how to combine the combination of
industry and Al robot, and how to avoid people
being eliminated in the future technology era.
(Royakkers, & van Est, 2015)

3.3 Problems of Autonomous in Artificial
Intelligence and Robotics

Al robots learn their prejudice based on
the information instilled by the creators. They
begin to have autonomy. It reflects how people
perceive the world. Not only Al robot creators,
but biases such as data can affect their judgment.
The Al robot does not discern whether the
received data is right or wrong. It is a problem
that people are going to solve now.

To be more like human beings, the current
Al robots will begin to instill emotions and
humans will feel. If the robots really have
feelings in the future, is it a human or a machine?
On the other hand, it is a security issue. As
mentioned in the previous article, when people
instill the wrong ideas of Al robots, it will cause
a lot of problems. Nowadays, drones and
autonomous robots have already been used on
the battlefield. More and more people are
demanding international law to limit Al robotic
weapons. It will become a sensational problem in
the future. Therefore, we can know that the
creators' infusion of misconceptions about robots
may affect the safety of society. (McAllister,
2016)

4. Conclusion

4.1 Criminal Justice and Al Robotics Future
Policy

In summary, what scares us is that this law
enforcement robot will think for itself. What
should he do if he is not obedient? Even worse,
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when the boss found out that the law
enforcement robot was better than the police,
then the police would not be unemployed? Will
Al robots make wrong judgments and infringe on
the rights and interests of the people? These
statements are concerned that machines may
deprive law enforcement officials of their rights,
but ignore the rewards we may receive, such as
different types of better law enforcement tools,
reducing labor, safer law enforcement
environments, and a new learning and
decision-making tools. These returns make law
enforcement officers smarter and more
sophisticated, making human society more
stable. What we should do is to set the rules for
the use of Al robots, so that Al robots can help
law enforcement officers fight crimes to a limited
extent. On the other hand, data collection is
carried out for the use of Al robots in the field of
Criminal Justice to correct the problem in the
future. (Sharkey, Goodman & Ross, 2010).



4.2 What do we need to prepare for the future
generation of Al and Robotics

The Al era has arrived, and the future will
accelerate development. Whether we like it or
not, these technologies will bring significant
benefits and will inevitably reflect the weakness
of our civilization. The government must
indicate that they use Al robots to protect people.
The government must ensure people's right to
privacy, equality, and even the dangers that may
arise in the future. The government must use
sensible policies to deal with these dangers. They
should let people feel relieved when the
government use Al to assist the police in law
enforcement. To achieve this goal, governments
and law enforcement agencies need to build
strong collaborative capabilities to manage the
use of artificial intelligence. The results of this
effort will determine whether humans will
succeed in creating and using artificial
intelligence  technologies. If  adequately
managed, law enforcement officers will be able
to get a lot of help from Al robots and gain the
trust of the people.

From the era of artificial intelligence, we
still need to continue to work hard even though
we will encounter many difficulties. Each field
will have different problems. As long as we can
keep our enthusiasm for new ideas, we believe
that robots and artificial intelligence will be able
to have a significant contribution in the Criminal
Justice area.
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