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Abstract

The web address as like the house number is the standard resource address on the Internet. Long
URLs are difficult to record and transmit. If the URL contains special symbols, it is used to be regarded
as a malicious URL and will not allow users to link. Therefore, the URL shortening service has become
the favorite of users. It not only can shorten the URL to a certain length but can easily be read and
transmit. However, in recent years, URL shortening service has been used to package phishing websites.
Through the redirection function of URL shortening, it avoids detection by anti-virus software, making
it easy for users to be difficult to identify, resulting in malicious programs attacking their devices and
users' identity information being compromised. This study proposes a model that first restores the short
URL to the original URL, and then compares it with the online phishing website database, extracts the
feature values of the original URL, and uses machine learning to make predictions, so that users can
identify the short URL with confidence.
Keywords: short URL ~ Phishing - Machine Learning ~ Weka

—_—~ gﬁ—g

%5 43 48 Bk 64 BR A 72000 4 22 E 4] [8] -
L5 UmAEBEREENGO IR FiB8
WHLRRFS A H T LR R ol e @k
s 0 HEsa R — B B R E WAL o qo gk T
DAE PR EIR B > LT RA % E
JEAL B P IR FI I F A XX FHE > 4
Twitter [R5 & 4 X £ 4514018 F 4% -

A B R Ts 9HE E@AL A EF K
— B X F 0 AR 4548 4 hEBR A TT LA K ALY 4
L aEnt > HEEREBEURE > 2HEH
WRAEBENKE > BBREANEBROT AE
R R R R s - E R P S WY S = d

I TN NE BARERAEERE
BEBE R & & A [6]

AR AR B AR DT LR AR P
B9 IR E 0 R £ 20105 A 45 A R AR
B E ~ 72012445 31, — & SkypeE &5 5 #)
MA@t igds > Za@eisa—EE
EHNE BB ERLNERAERABRAR
(Botnet ) &4 14% o 4£20144 &1 3 ACH Y ¥
BB T4 BREeESF—EEER
R zipEE > FEAFHEEPH[LL]- ™
AN R FA R R EE S &M 8 &
WA R amEN TS BB
W # $k gk a8 8] o



KA AT AE R A 0 48k 3R AR
Fle Rt FIHKEEERALTOERE &
BAFE > B AXFTRE —H5REHEE
AR AR KRR R 46 4
Bt > i#% i% PhishTank ~ OpenPhish ~ &
PhishRepo % = {84 b % 4k49 & 483569 B H &
FS#HE 0 B RLENEIFRR S B4 8E
%% > #] A UCI Machine Learning Repository Ff
WSkAY 4 TR (3] BB Weka st 4 K
SHEREAA SRS E AR A BT > RTER
LN AT A B s o B A F BT AL
B -

AT RN F 8 XRRIR > H =
B REA AR A A KB ok 0 F B AR
REBERBEGH » RENE LG ETER
BMARRYE -

=~ XRk#Es

4 43 Mk T — R 45 4 ak w5t 2] — 18
AN H AT 0 BBEENT A EH F A E
B4Rk o AR EENABMELE T
abAE R H A e T 608 A2 P AR R 4
AL RN R G RA T RERE
hEIRAT B9 FFIR[9]

RAOWH LRI S EAEEN R 0 %
BRFS & A5 45 A H AT B N6 R 45 M Ak A R — B
B Rk Eesamau 0 mAMukfhd =3 a
& 0 4o ¢ T https:/tinyurl.com/mu6penm;j
(bt 2 P REREREN REE
https://www.cpu.edu.tw/ £& & TINYURL 4z 4a Ak
F P E & 69 48 4k) 4% & https ~ tinyurl.com ~
mubpenmj = & 4 A7 48 Az, - https /X, & 38
&~ tinyurl.com & 3% AR % 49 48 3% & -
mu6penmj R & — &K B E Kk E 695545 - 50
A E AT ARG ME BRERAEEH R
WHAARAXF » RAER L ELLE TR WAk
AR%MEIRE -

-------- > URL shortening flow
Referrer Domain —— Request flow for short URL URL shortener
(www facebook.com)
B e
B
/

W
e
<o
=
-

1) Access to short UF%
g n“ﬂ?

URL Requester

i

B

Content Domain
(www.amazon.com)

4)Access to content URL

5) Return the “original content

B —: 45 49 u R FS 60 R R A2

45 43 48 1k 69 SE A 7T LA 4 B A 4k 48 4a v 69 1

A % (URL shortener) ~ 2535 43 49 bk 3% 0948 A &

(URL Requester) ~ % 4 43 48 1t AR 5 49 #8 &

Referrer Domain & & & 45 49 xt &4 Content

Domainwg 38 5 » 4o B —FF 5~ [5] ©
URL shortener 3¢ 4% 4k 4% 43 ) 48 1k - [R3%

Pl Ent RS & 0 AR T 6%

TEME—EEEALSERE o R FERT R

M mEntm Ay F >~ 2% 5 § 5 —URL

Requester 40k 2 48 48 bk BF > 43 49 1t 3 &) 46 P

B RA T EAR B R RN > KRB H 2R

FEHEGR RLEE  ERERT UG R

BN T ERERFREN > ZREENS

e AL SERTS -
BERFLEHH N RITHR

1. Demetris #2011 % 5-#7 Twitteri: X 4% 52
SsaEnehE R BEN 0 48 8 %3t K
HE o~ AR () R - AR R o

2. Klien #1 Strhmaier #2012 F#F % 43 48 bt 3%
EEEBERMEN > BN EMaT SR
JB 5 48 hE 8 P9 % 0 %R BT R S8 4 AR
R ER BRI ER -

3. Chhabra #2011 55 7 89 & 48 ¥ 4o {77 34 18
Bit.ly 47 4a 48 1k AR 7% 3 4T 4 3 A& PhishTank
(49 &48 35 TR R) A R W MR E 4TI
¥ > B854 TwitterF & F 43 49 hk 4 3E A
BB AR S -

4. Wang 720135542 4 — 8 K # Twitter £ 5T
T &R BIER A F R E R A 4D R 6 IR
A o

5. Maggi #2013F %% T F N 4&IER 695
Wat > BRAENRBEETERGEL
BRFTROREAERGIBE > HE
3 R o K BT A R B RRE

6. Nikiforakis 72014432 tH — (B4R 545 > £
NEERETGEEN MR EHRE
B iR AR A HEBATAARR Y B -

7. Daejin Choi % £ 2 #2018 5 41 ¥} Bit.ly 4z
saEntF S 0 WE T8 H £ahsmmut -
SATA2ME RBEE S BN BRK S AR
&) 43 48 hk &Y JR 45 4B hE Y 5T By e

GEHXBRER T4 0 BATLEMA RIS

FRE—EALHBREELET LK

] o BT LA AR AFSE 4R hE SR LL ¥ AR B R

g4y B AL > EIRBCGR AN Y45 E 0 B



WM B FEINRIFHEAR > XTRBE N
AT B EEY EENLG DM
= EmAE
AR E OB 5 A= FH (e E =

FoT) 0 5 — 3 o4 nk B R AR 46 48 HE
SRR ENEBRAEN AR L
s~ B #8 35 PhishTank -~ OpenPhish ~ &
PhishRepo# tb # & T €A% 38 3k £ 49 & 481k
%= 5 B4R 48kt 09 3018 45 4 0 5B
Weka(3.8.5 )k A& ) 78 %t LA Naive Bayes ~ J48 -
Random forest% = f# 52 8 HhirEZ L eh 4
BHEMITABEA > BEBAIREHENE
ATTAR] =R S 2 rmA kX -

iS40 4k

TR AL R

A AR

= L=
7 ~
N N
P 7
2 B2

ZIZIN<|x|Z|<|a|m|n|= 0| |o|z]|Z

P EEE

G

— I RKEERARL

1. ) &8k e a5 a
# 4% APWG ( Anti-Phishing Working
Group) 89 & £40 B 4E3s & — AR AR T
(Social Engineering ) &4t & £5 B % & F18
NG BAE o o Rkik P B JE R @Y - W
AR T2 L E BRI R E YT E
F 0 AR A H A E AR R AT 1208 0 4
343 Ao o 4 R B 89 T T ER 4 o Bk ER T 69 3R
P E BB E B
lliﬁ'—/\&% BTHMBEN wiEAEHEP

2 A (4]

# 11 #% H UCI Machine Learning
Repository( B s~ % & B B k&) > #2015

FA RS EI TR > NAAF11055 £09 K
M4 B E 0 K 6,157 % APhishing(49
B 43k) 5 4,898 ?_.ﬁ%]iz&?'l 87 A Legitimate( 4
SR B R4 & A E) o A P AR IR 48 35 #3018
%&ﬁ’%ﬁﬁ%%§%n¢ﬂ%ixﬁﬁ
45 R 0 dmk —FFFI[10] -

i ki AL 3 BA

>

Using the [P Address.

Long URL to Hide the Suspicious Part.

URL’s having “@” Symbol.

Redirecting using “//”.
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HTTPS
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Request URL.

URL of Anchor

Server Form Handler (SFH).

Submitting Information to Email.

Abnormal URL.
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Using URL Shortening Service “TinyURL”

Adding Prefix or Suffix Separated by (-) to the

Links in <Meta>, <Script> and <Link> tags.
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Abstract

Columbarium scam is high-profit investment fraud. Offenders will use the enormous profits of an
investment as bait and let targets (victims) suffer financial losses in the end. This paper takes a
practical columbaria scam, for example, and analyzes the three elements in Routine Activity Theory
(RAT): motivated offenders, suitable targets, and the absence of a capable guardian. The observations
indicate that appropriate alertness and self-questioning can reduce susceptibility to columbarium
scams. Strategies to battle columbarium scams are further proposed to stay away from motivated
offenders, avoid being a suitable target, and let capable guardians be involved.

Keywords: Investment Fraud, Columbarium Scam, Routine Activity Theory. Mobile Forensics

1. Introduction money to profit tens of millions. Offenders often

1.1. Columbarium Scam prevaricate no profits for various reasons, such

Investment fraud of columbarium scam has
been rampant these years. Offenders use
columbaria to attract investors and set up several
dummy companies to target suitable victims
who have columbaria in their hands. They claim
that many potential buyers want to buy
columbaria in large quantities and at high prices.
They lobbied the victim to mortgage the

property, take out a loan, and invest much
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as failed transactions, postponed contact, or
disappeared cooperation. It was not until victims
had no money that they were shocked to be
deceived. Information about recruiting people to
invest can be seen everywhere on social media
in the wake that people want to make quick
profits. That
underestimated. In Fig. 1, the number of fraud
cases has increased in the past decade [6].

social problem cannot be

w

case . solved case

2016 2017 2018 2015 2020 2021

suspects victims

Fig. 1 Taiwan fraud statistics



1.2. RAT Elements

In Routine Activity Theory (RAT), crime
often occurs when three essential elements
converge in space and time: a motivated
offender, a suitable target (victim), and the
absence of a capable guardian [1]. All three
elements must come together for criminal
activity to be realized. Offenders are rational in
their decision-making. RAT relies on the same
rational choice methodology as situational crime
prevention techniques [3]. That theory takes a
macro-level view and emphasizes broad-scale
shifts in victim and offender behavior patterns.
Not only individuals are inclined to commit a
crime. The target and the offender also have
similar routine activities to let crimes happen.
Crime could be committed from the offender's
opportunity [2]. Fig. 2 illustrates three factors

that create a criminal offense.

Target

Crime

Offender No Guardian

Fig. 2 RAT Crime Triangle

This paper is organized as follows. In
Section 2, the observations of the columbarium
scam are discussed and analyzed from the three
elements in Routine Activity Theory (RAT):
motivated offenders, suitable targets, and the
absence of a capable guardian. The proposed
strategies to battle columbarium scams are
proposed in Section 3. The conclusions are
given in Section 5.

2. Case Study
2.1. Columbarium Scam

Fig. 3 the
characteristics of motivated Offenders (O for

short), suitable Targets (T for short), and the

introduces relevant

36

absence of a capable Guardian (G for short).
Taiwan prosecutors have indicted the owners
and staff of this columbarium scam group that
sold columbarium niches on fraud charges of a
cheated victim/target (T1) out of NT$20 million.
Columbaria are often housed in pagoda-like
towers for urns containing cremated remains and
for the dead in Chinese traditions. That enables
families to conduct ancestral worship rites and
memorial services. Six people (O1~06) were
wrapped up in an investigation into an alleged
scam run. They were selling columbarium
niches and swindling T1 out of her life savings.
These offenders contacted T1 about purchasing
one or two columbarium niches as final resting
places for their elders. Then these offenders'
pitches became more vigorous and convinced
the victim to buy more columbarium niches as
investments, which could be sold later for a high
profit. After paying lots of money, the victim
realized she had been swindled when she had no
buyer. Columbaria sale scams are rife, and
numerous cases have occurred over the past
decade. The temporal case scenarios in Fig. 3
and Fig. 4 can be organized as follows:
(1) Pretending to Help Sell

On March 31, 2017, O5 made a false claim
to help T1 sell 24 columbaria for NT$ 8 million.
Offenders promise victims more money if only
T1 sends them an advance fee (NT$ 260,000).
T1 only sold two columbaria.
(2) Demand Has Increased Falsely

In July 2017, O1 made a false claim to help
T1 make a NT$ 30 million profit. She remitted
NT$ 1.2 million to buy 10 Columbaria.
(3) Raise Incentives Again

O1 and O3 signed a contract with T1. If the
project cannot be completed on time, O3 is
willing to pay NT$ 1.8 million in compensation.
Afterward, Oland O3 could not be completed
due to legal issues.
(4) Transfer House Property

The house ownership belonged to her
husband, G1. O1 and O3 persuaded T1 to steal
G1’s official 06
helped T1 to transfer ownership through the

identification documents.

couple’s gift procedure. Later on, T1 set up a



mortgage loan and withdrew NT$ 9 million. The
house ownership becomes the creditor O4.
(5) Target Finds Out the Fact

The NT$ 9 million was divided and taken
away by Ol1, 02, and O6. The value of

been overdue, but T1 did not receive liquidated
damages. The
excuses. Then T1 finally realized that she had
been defrauded. Table 1 and Fig. 4 show that T1
was created at NT$ 10.46 million in 2017. The

offenders fabricated many

transferred columbaria for T1 was minor than
NT$ 7.2 million. The investment contract has

blue arrows describe the changing status of
house ownership.

o

05

(Dummy
Company)

e

Transfer house

2 ooperate
ownership

Charge advance fee

/

creditor »
4

o1
(Mr. Zhan)

Gl

(Ms. Fu's
husband)

G3

(The police)

O: Motived O1 (Mr. Zhan), O2 (Mr. Yu), O3 (Boss Huang), O4 (Ms. Wei),
Offender OS5 (Dummy Company), and O6 (Mr. Wu)

T: Suitable Target T1 (Ms. Fu)

G: Capable : :

Gt G1 (Ms. Fu’s husband) and G2 (The police)

Fig. 3. RAT relational analysis

Help selling but charge NT$ Set up a mortgage loan for T1 filed a criminal

260,000 as an advance fee. T1’s house into NT$ 9 million. complaint.
m ot S it uly —

“... NT$ 1.2 million to purchase columbari;i:x._.
T exceeded, T1 did not get the refund.

— _}/0_2\1

(o5

NT$260,000 to buy columbaria I . . ' \ mortgagelloan
NTS$ 1.8 million as interest and NTS 7_2‘mﬂlion to

gift procedure advance fee develop|cemetery

Target

04
(Ms. Wei) /

Offender

Pavment flow House ownership

Transfer house
5

L-"

G3
(The
police)

Guardian

Gl
(Ms. Fu's
husband)

G2
(Bank)

Fig. 4 RAT temporal analysis
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Table 1. Temporal analysis in columbarium scam

Time Participating Offenders

Event

March 31, 2017 05 Charging NT$ 260,000 advance fee

July 17,2017 Ol Asking for NT$1.2 million to buy columbaria
August 14,2017 Ol and O3 Ask T1 to set up a mortgage loan for the house
August 17,2017 O4 Becoming the owner of the house

August 21,2017  O1, 02, and O6 Divided NT$ 9 million cash from mortgage

2.2. Scam Observations
The scam is growing fast. Offenders steal
money in an untraceable, irreversible

columbarium scam. It is an excellent time for
motivated offenders to find enormous pools of
potential victims from the web, social media,
and online services. These vulnerable victims
need to take back control of their lives. When
someone calls us with that same scam, we hang
up the phone. We will never forget her or her
story. The scam observations are cross-
referenced among criminology theories in Fig.

5.

Routine Activity

Target

Crime

Offender No Guardian

Rational Choice on CRAVED

Situational Crime Prevention

Fig. 5. Cross-reference among criminology
theories

2.2.1. Investment Tricks from Motivated

Offenders
The choice to commit fraud follows a path
that intentionally deceives victims [7].

Offenders often targeted elderly civil servants.
They further claimed that a NT$ 6,000
investment could quickly recover three to ten
times within months. High compensation is a
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way offenders urge other buyers to take over
and reward victims.
2.2.2. High Compensation for Suitable
Targets

The offenders' argument for defrauding
victims of money varies. For instance, the
columbaria can be sold at high market value,
and T1 requires dozens of items. Once offenders
discover that the target's family members are
interfering, they will sign a non-disclosure
agreement. However, it is too late to recover the
money.
2.2.3. Non-Disclosure Agreement to Avoid
Capable Guardian

Offenders would claim that the permanent
use of the columbaria is valuable. A civil
investment dispute can be a perfect escape and
exemption That
investment is even forged in some printed serial
numbers. Offeners' words are mixed with true

from criminal liability.

and false. It is too late when the victim finds out.

2.3. RAT Observations
A RAT

straightforward explanation of why crimes

well-known provides a

occur. It argues that three things happen
simultaneously when a crime problem occurs: a
motivated offender, a suitable target, and the
lack of a capable guardian.
2.3.1. Motivated Offenders

Offenders will rationally select targets

during appropriate timing according to
differential situations.
(1) Fraud Group Management

Fraud group management is typically

embedded in the form of defined responsibilities
and written ongoing procedures that implement

an effective cheating program. After the



they first
undergo strict training. Everyone must copy the

grassroots employees come in,
work words and memorize them until they are
familiar. These offenders often have precise,
strict management to perform their duties in
daily meetings. Their words are retouched or
enhanced immediately to touch the victim's
mind.

(2) Rational
Components

Offenders' opportunity weighs heavily in

Choice on CRAVED

choices according to Clarke and Cornish's
A
involvement decision refers to the offender's

rational  choice  perspective. crime
choice in actually carrying out an offense [7].
Newman and Clarke proposed the acronym
CRAVED to explain e-commerce crime [4]. The
identified,
analyzed, and utilized available mobile forensic
data related to the victim during and after the
crime. It is possible to explain the selection of
particular targets/victims of property offenders
based on indicators related to CRAVED but

adapted to the columbarium scam. Measuring

authors collected, examined,

CRAVED can be appropriate to the form of a
specific context scam. These indicators are
uniquely conceptualized and carefully reviewed
below. The following CRAVED components are
relevant to the columbarium scam.

® Concealable: Offenders will set up
many dummy companies. Fabricated data is not
open to the public. The victim has difficulty
checking their  hidden
distinguishing the authenticity.
Offenders can quickly
move from one place to another. The fact that
dummy companies are quickly established helps
explain why the victim can be cheated
repeatedly.

® Available: The Internet provides a

information  or

® Removable:

quick way for offenders to find an attractive new
victim, exchange their victim information, and
discuss the follow-up countermeasures.

® Valuable: Judging whether there is a
profit or not is a critical condition for offenders
to choose a target.

® Enjoyable: Offenders in a fraud group
have a performance competition system and a
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generous bonus, encouraging them to commit
crimes effectively.
Offenders

locate the next victim without

® Disposable: have many
targets to
hesitation. They prefer victims that are easy to

cheat.

2.3.2. Suitable Targets

Offenders choose easy targets to constitute
reasonable goals. A suitable target can include a
person, an object, or a place. There must be a
suitable target present at the very beginning. The
VIVA acronym can be used to describe the
judgment of a suitable target [5]:

® V (Value): the
columbarium scam, T1 was a retired school

According  to
teacher seeking long-term growth with moderate
investment risk. She could have the potential to
dispose of G1’s valuable real estate. Several
dozen withdrawals from her account were made,
many going to several offenders' accounts.

([
lack of fraud vigilance. T1 fit the characteristics

I (Inertia): T1 has low sensitivity and a

of a suitable target and was eventually targeted
by offenders.

® V (Visibility): T1 had been engaged in
the columbaria investment for a while. She was
visible on the watchlist of scammers.

® A (Access): T1 enjoyed her investment
and was willing to buy columbaria. She lived
nearby offenders who could interview her
weekly. That made it easy for offenders to
approach and increased the persuasiveness
possibility.
2.3.3. The Absence of a Capable Guardian

The presence of a capable guardian could
discourage a
Guardianship can be effective in deterring

crime from taking place.
offense from occurring. A capable guardian is
anything or any person that discourages crime.
Examples of capable guardians include alarm
systems, spouses, and police officers. A simple
control stops crime in space and time [5]. Her
husband might be present in due time but may
not have sufficient awareness to be an effective

deterrent.



® Effortless: G1 was not informed until
T1 was bedridden. Then, G1 could not be an
effective deterrent in due time.

® FEasy inducement: Gl1, busy at work,
could hardly notice that T1 had taken his ID
card and seal to transfer G1's house property.

® Low risk: The perception of fraud
prevention and detection varies significantly in
complexity, inherent risk, and size throughout
the columbarium scam. There is no one-size-

Key Elements for Crime Identical Attributes

Rational
Offender — Choice on
CRAVED
Routine
Activity Target — VIVA
Theory
No Guardian — Slwam.ml
revention

fits-all method to address all issues or reduce
risks.

3. Strategies to Battle Columbarium Scams
There are three RAT elements for forming
the crime. If one of the three elements is
missing, the crime can be effectively avoided.
The following will explore the RAT prevention
possibility. Fig. 6 illustrates the perspectives of
and guardianship from

criminals, victims,

various components.

Components Prevention Methodology

Concealable

Removable
_ Assume Nothing, Believe
Available Nothing, and Check Everything
€«—>_
Maluzble Cut Ties with Offenders
Enjoyable
Disposable
Value
. [ Do Not Be Greedy ]
Inertia
Visibility Independent Research before
Investment
Access
Report a Crime
Effortless

Easy inducement €<—5-  Get Back the Stolen Money

Low risk Situational Prevention

Techniques

Fig. 6. Functional prevention analysis

3.1. Stay Away from Motivated Offenders
(1) Assume Nothing, Believe Nothing, and
Check Everything
People should be vigilant and stay alert if
talks personal
and bank accounts. Different
columbarium scams may proclaim as friends,

someone about money,

information,

relatives, police, or prosecutors. That could be a
red flag if a sale presentation focuses on how
many persons have bought those products.
(2) Cut Ties with Offenders

Many scams are just listening to the other
party’s words, following his words, operating
the remittance, and transferring money. Stop any
and

phone calls, Internet communications,
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various requests from the other party when
something abnormal happens.

3.2. Avoid being a Suitable Target
(1) Do Not Be Greedy

Not being greedy can help people steer
clear when it comes to scams. A scam might
happen if people are trying to get something for
nothing. Offenders hit their targets with various
persuasion techniques and know our weaknesses
under the surface. Targets are usually tailored to
Under the
conditions, that inner lurking can be exploited.
(2) Independent Research before Investment

Fraud offenders count on people not to
investigate before they invest. Fend them off by

psychological  profiles. right



digging for more information or references from
other information sources. People should take
time to do independent research.

3.3. Let Capable Guardian Involved
(1) Report a Crime

Police intervention can help victims get
connected to other resources. They were afraid
that reporting to the police might result in losing
privacy. However, personal safety is the priority,
and people’s experiences may vary.

(2) Get Back the Stolen Money

If unfortunately deceived, legal means must
be taken to have a chance to get it back. After
reporting a crime, the victim should inform the
bank account number, amount, time, and
location. The complete information is critical to
announce the fraudulent account as a warning
account in the shortest possible time. The police
can assist in activating a deposit mechanism to
detain bank funds to prevent criminals from
withdrawing them. The beneficiary bank will
temporarily detain the amount and restrict the
beneficiary account from withdrawing or
remitting money. That is critical in getting
cheated money back.

If people are lucky enough to freeze the
fraudulent bank account immediately, offenders
might not have time to collect the money.
People can bring the criminal case report triple
sheet, remittance proof document, ID card, and
seal to request a refund. After the remaining
funds in the account are returned to the closing
the

recovered. However,

statement, defrauded money can be
the return process is
subject to repeated verification, taking two to
three months. When a disputed case or other
victims must be investigated together, it will
take a long time to return the case and even wait
until all the lawsuits are over.
(3) Situational Prevention Techniques

In 2003, Cornish and Clarke proposed
strategies and techniques to prevent and reduce
crime [5]. The methods applied in this case are
listed below:

® [ncreasing the effort: Be careful with
personal information making it difficult to

access targets.
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® Increasing  the  risks: Extend
guardianship like bankers' vigilance.
® Reducing the inducement: Identify

property and keep an eye on it.

4. Conclusions

There are three RAT causes of crime: a
motivated offender, a suitable target, and the
absence of a capable guardian. Offenders can
randomly gain access to victims. People can
protect themselves by not being an appropriate
target and by not disclosing personal
information on the Internet, questionnaires, or
social media. Before engaging in investment,
people should inquire about relevant information
from trusted channels. People will be less likely
to be led away by offenders’ words with a deep
understanding. If people are unfortunate to be
defrauded, immediately reporting to the police

can help protect our bank accounts or other
property.
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