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Abstract
            The web address as like the house number is the standard resource address on the Internet. Long 
URLs are difficult to record and transmit. If the URL contains special symbols, it is used to be regarded 
as a malicious URL and will not allow users to link. Therefore, the URL shortening service has become 
the favorite of users. It not only can shorten the URL to a certain length but can easily be read and 
transmit. However, in recent years, URL shortening service has been used to package phishing websites. 
Through the redirection function of URL shortening, it avoids detection by anti-virus software, making 
it easy for users to be difficult to identify, resulting in malicious programs attacking their devices and 
users' identity information being compromised. This study proposes a model that first restores the short 
URL to the original URL, and then compares it with the online phishing website database, extracts the 
feature values of the original URL, and uses machine learning to make predictions, so that users can 
identify the short URL with confidence.
Keywords: short URL Phishing Machine Learning Weka
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[0-9] 0~9 (A)
(B)

(\) (C) []
^ –

  
[] [s-x]

[stuvwx]( s x )
[des-xS-

X0-5] d e s-x S-X 0-5
[] ^ []

[^dx]  d x
[] - ^ ]

\
[\^\-\]] ^ - ]

^ ]
-

\ []^-] [\]^\-]
( ] ^ - )  

(2)  
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(A)+ 1
( ) (B)* 0

( ) (C)?
0 1 (D){m} m

(E){m,n} m-n
 

{m,n} m n {,n}
0~n {m,} m  Bd{,2}

BleBdleBddle

d(Bd)+
ddBdBdd []

( []
) [*?+]

* ? +

a.+c
abc-c-cde  abc-c-cde

(+ * ? {})
?

, a.+?c abc-
c-cde  

(3) 
(A)^ (B)$

^
$  

(4)  

123
abcd

python
\ (A)\
(B)\\ \ (C)\n  

 
2.  

[13]( )  

 

 

    

Legacy 15e15hWo6CShMgbAfo 
8c2Ykj4C6BLq6Not 

 
1  P2PKH 

Script hash 
addresses 
(BIP-13) 

35PBEaofpUeH8VnnNSo 
rM1QZsadrZoQp4N 

 
3  P2SH 

Native Segwit bc1q42lja79elem0anu8q8 
s3h2n687re9jax556pcc 

 
 

P2WPKH 

 
(1) Legacy(P2PKH)  
 1

P2PKH Pay To PubKey Hash
 

(2) Nested SegWit(P2SH)  
 3

MultiSig
P2SH Pay To 

Script Hash
Legacy

 
 

(3) Native SegWit(Bech32)  
 

bc1k SegWit
SegWit

Bech32
SegWit SegWit

P2SH
 

 Bech32 2017 BIP173 Bitcoin 
Improvement Proposal
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0-9 az

Base32
Base58

Bech32

 
 
3. 

 
 Blockchain

 
 
4.  
 

 
 
5.  

 
 

 
 
1.  
(1) 2020 5

Line
20 30

120 130
3

14 2

11
136 3

 
 
2. -

( ): 
 

 

 
(1)  

[1,3,bc1q] [0-9,a-z]* 
{20,25}

 
(2)  
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(3)  
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(4) 
 

 

 

 
 

 
 

 
 

 
1. 

2022 6  
2. 

2020 2  
 
 

 
3. 

2021
2021 42  

4. Python 

2018
 

5. -

2016 62~63  
6.    

107
2018 15  

7. 
2021IMP 26

2021 3  
8. 

2019 14
 

9. 

2019 6  
10. 

2020 37
11. 

2021
2021 6~7
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(e)  
 

(f) Tiffany 
 

 

 

 Cnt=1 Cnt=2 Cnt=3 Cnt=4 

Jet 32.586 32.627 32.638 32.641 

House 29.883 29.904 29.908 29.909 

Lena 32.745 32.767 32.770 32.771 

Pepper 32.015 32.053 32.064 32.066 

Splash 36.238 36.270 36.273 36.274 

Tiffany 34.129 34.157 34.161 34.162 
 32.933 32.963 32.969 32.971 

 

 



46 
 

 Cnt=4 FS 

Jet 32.641 32.464 

House 29.909 29.787 

Lena 32.771 32.657 

Pepper 32.066 31.815 

Splash 36.274 35.726 

Tiffany 34.162 34.005 
 32.971 32.742 
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